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1
Decision/action requested

New key issue on Protection of the TSN AF to DS-TT/NW-TT interface
2
References

[1]
3GPP TR 33.851
3
Rationale
3GPP 23.501, clause 5.28.3 describes that the port and bridge management information between TSN AF and DS-TT/NW-TT is transferred in the port management information container (PMIC) or the bridge management information container (BMIC). 

If the BMIC/PMIC is transferred unprotected, an attacker may spoof or tamper with BMIC/PMIC messages or eavesdrop on the transferred messages. This may lead to DoS, disclosure or compromise of configuration information at DS-TT/NW-TT or TSN AF.

It is proposed to introduce a KI accordingly to capture the necessary protection methods. No new protection methods are expected to be needed, but for completeness the requirements and solution should be stated.
4
Detailed proposal

******* START OF CHANGES
5.X
Key issue X: Protection of the TSN AF to DS-TT/NW-TT interface

5.X.1
Key issue details 

The 5GS act as TSN bridge. The bridge is composed of ports at the NW-TT and DS-TT. These ports are managed as described in 3GPP 23.501, clause 5.28.3.2.

3GPP 23.501, clause 5.28.3.2 describes that the port and bridge management information between TSN AF and DS-TT/NW-TT is transparently transferred in the port management information container (PMIC) or the bridge management information container (BMIC). The information that is transferred for configuration and management is described in 3GPP 23.501, clause 5.28.1 and 3GPP 23.501, clause 5.28.2.

This key issue addresses the potential security issues, in case PMIC/BMIC messages being transferred unprotected.

5.X.2
Threats

If the BMIC/PMIC is transferred unprotected, an attacker may spoof or tamper with BMIC/PMIC messages or eavesdrop on the transferred messages. 

Unprotected BMIC/PMIC messages may lead to DoS, disclosure or compromise of configuration information at DS-TT/NW-TT or TSN AF.

******* END OF CHANGES
